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1. Why scripts matter

Kintana Deliver provides an elegant mechanism for  managing the process flow of software as you migrate from development, through quality assurance to the live environment.   

The product also enables you to execute custom scripts whenever you execute a command step, typically at the transition points between environments.

How reliable the process is depends absolutely on how good your scripts are at checking and warning you when errors occur.  

When a step does fail , how you write the script can make the difference between quickly diagnosing the cause of the problem and moving on, and getting into a long debugging session.  

This paper specifies the coding standards and tools to be used to create reliable scripts.  

2. Change Request Parameter Tab Design

Goal : De-skill the parameter entry as much as you can:

1. Use validation lists as much as possible.

2. Where validation lists cannot be used provide a default prompt value if possible.

For example: 
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3. Symbolic Name Space Standards

To avoid name space clutter please see Appendix D for names that have already been defined for particular purposes, and use them if possible rather than inventing another name for the same entity.

Also, look at the way the names have been formed and follow the pattern.

4. Command Script Coding Standards
Goal : Make the whole process self documenting and debugging easier.

Every command script must have: 

4.1 A script header documenting the purpose , assumptions, and tools used by the script. 

# Object  : <Object Name>

# Command : <Comand Step Name> 

# Updated : <Date><Author>l

# Purpose : <Summary of script intent>

# Notes   : <Details of script implementation>.

# Executes :  <External tools used by the script>

# ----------------------------------------------------------------

See Appendix A for an example header. 

4.2 The parameters being used by the script and their values on entry displayed at the top of the log.

This should be  familiar. All Kintana reports display the selection criteria at the top.

Read through the script and for every symbolic variable add lines like this at the top of the script:

cl_comment <font color="green"><b>Parameter entry values</b></font>

cl_comment <font color="green">Environment : SOURCE_ENV.CLIENT_BASE_PATH    =</font> <font color="red">[SOURCE_ENV.CLIENT_BASE_PATH]</font>

Use Kintana’s color standard: parameter labels green, values in red.

For example: 

Parameter entry values
Environment : SOURCE_ENV.CLIENT_BASE_PATH    = d:/build/dev
CR Line     : CR.CRL.P.CPP_LIB_NAME          = IWAddrStd
CR Line     : CR.CRL.P.CPP_LIB_RELEASE_LABEL = 9.9.9
CR Line     : CR.CRL.P.SS_DEV_LIB_ROOT       = $/IW-C-DEV/Lib
CR Line     : CR.CRL.P.SS_QA_LIB_ROOT        = $/IW-C-QA/Lib
CR Line     : CR.CRL.P.SOURCE_SUBPATH        = .
with the exception of SOURCE_ENV.CLIENT_NAME. 

For this see 4.3 Server Identification. 

4.3 Server Identification

Command scripts normally execute processes on remote servers .

Your script must use the following cl_comment lines (and NOT static comments) to precede cl_connect_source_client ,  cl_connect_dest_client,  and cl_exit commands:

cl_comment <p></p>

cl_comment <font color="green">Connect to the </font>

                  <font color="red">[SOURCE/DEST_ENV.CLIENT_NAME]</font>

                  <font color="green"> Server</font>

cl_connect_source_client

cl_comment <p></p>

cl_comment <font color="green">Disconnect from the </font>

                  <font color="red">[SOURCE/DEST_ENV.CLIENT_NAME]</font>

                  <font color="green"> Server</font>

cl_exit

Copy these lines into your script select SOURCE/DEST, and remove the line breaks to get a single line.

The output in the log will be a dynamic display of the server like this:

Connect to the SOURCESAFE Server

Disconnect from the SOURCESAFE Server

4.4 Comments preceding blocks of codeto make the log self-documenting

Do NOT use # for in-line code block comments in the script.

Instead use the  cl_comment macro and <font>.

The comments will then appear in the log where we need them to understand what’s going on, as well as being there in the script for reference. 

 Precede each comment block  with a blank separator line to make it easy to see what’s going on in the log. For example:

cl_comment <p></p>

cl_comment <font color="green">Get the latest version of procdsp.exe</font>

ss get '$/IW-C-DEV/ProcessTools/Chainlink/Utilities/procdsp/procdsp.exe' –W

4.5 Illegal commands
The ‘ss cp’ command is outlawed!  Do NOT use it! 

It sets the current position in the SourceSafe tree, and is usually followed by a set of get or checkout commands for files specific to the directory set.  e.g.:

ss cp “$/IW-C-DEV/ProcessTools/Chainlink/Utilities/sscmdshellNT

ss get sscmdshellNT.exe

The problem with it is that if two or more Chainlink users concurrently run scripts with ‘ss cp’  commands, the scripts of one or both users may fail as the single global SourceSafe pointer to the current position in the SourceSafe tree is switched to an unexpected directory.

It is always possible to avoid ‘ss cp’ simply by specifying an unambiguous fully qualified path to the file you want in the SourceSafe tree i.e:

ss get “$/IW-C-DEV/ProcessTools/Chainlink/Utilities/sscmdshellNT/sscmdshellNT.exe

5. Using sscmdshellNT to handle commands that fail silently

Microsoft’s command line SourceSafe  utility if it fails to get a specified file by label puts out to StdErr a very logical complaint,  but nonetheless returns an exit code of 0 (success)!

Ref#1 plain ss get .dsp file by (non-existing) label
bash$ ss get '$/IW-C-DEV/Lib/IWAddrStd/IWAddrStd.dsp' '-VL9.9.9'; echo AI_EXIT_STATUS $?

Version not found

AI_EXIT_STATUS 0

Scripts/batch files executing such commands will fail silently.

You  must wrap all such commands that do not return a non-zero exit code on failure with program sscmdshellNT (Appendix C).  For example:

Ref#2 shelled ss get a file by (non-existing) label
bash$ sscmdshellNT ss get '$/IW-C-DEV/Lib/IWAddrStd/IWAddrStd.dsp' '-VL9.9.9'; echo AI_EXIT_STATUS $?

Version not found

sscmdshellNT filter forced error return
AI_EXIT_STATUS 100

Command: [sscmdshellNT ss get '$/IW-C-DEV/Lib/IWAddrStd/IWAddrStd.dsp' '-VL9.9.9'] did not complete successfully.

Aborting command execution.

The sscmdshellNT wrapped command now properly returns a failure exit code to the bash shell causing the execution engine to abort the script. 

sscmdshellNT output a message of it’s own to supplement the wrapped command’s message, and used the cl_comment macro and <font> to highlight this in red.  

There is little overhead in shelling a command. It is safe to do so, and indicated if you even suspect that a command may fail silently.  I

If the command succeeds, sscmdshellNT will simple pass the 0 (success) exit code back to the Bash shell. 

The latest version of sscmdshellNT is located in SourceSafe at:

$/IW-C-DEV/ProcessTools/Chainlink/Utilities/sscmdShellNT/sscmdshellnt.exe

As a generic tool, it is suggested that you place it in the C:\Winnt\System32 directory where it is automatically pathed. 

Tools specific to an Object or Command should be placed in a directory created to support the workspace of the Object and not in the system32 directory.  

6. Executing DOS batch files under the NT Command Shell (Cmd.exe)

Any invocation in your Bash script of the NT comand shell (Cmd.exe) to run a batch file MUST be followed by a line testing for the existance of a semaphore file created by the batch file to indicate success.  If the sempahore file is not there the script must abort.

For example: 

bash> cmd /c getfiles.bat

# Check semaphore file - if it exists then getfiles.bat succeeded 

if [ ! -e exit.ok ]; then cd exit; fi

When a DOS Batch file run under Cmd.exe returns it will return the exit code of the last executed instruction to Cmd.exe) BUT Cmd.exe will NOT pass that back in turn to the bash shell. 

Cmd.exe may have it’s own problems, and all it returns to the Bash shell is it’s own exit code.  As far as cmd.exe is concerned it found the specified batch file, was able to run it, and will return 0 (success) to Bash.

There are various ways around this (For example, the Batch files could be compiled, and the resulting executable run directly from the script) but implementing the old classic of using a file as a semaphore to signal from the batch file to the bash shell is easy.

For the batch file to handle error conditions properly you need to understand two things:

· The error code of the LAST command executed in the batch file is returned when the batch file completes.  So if command one fails, and the last command suceeds, the batch file will return 0 (succcess).

· errorlevel tests in DOS batch test for the code specified AND GREATER. 

To implement the setup of the semaphore file,  shell support,  and  exit code handling,  your batch file must be constructed like this:

erase exit*.*

echo exit > exit.err

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/icgeographer.cpp" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/ICOleManager.cpp" -VL2.2.0

if errorlevel 1 goto exit

etc etc

rename exit.err exit.ok

:exit 

See Appendix B for more detail.

7. Check List

 Have you:

· Added a standard # header to your script?

· Printed (all) the parameters used and their values on entry to the script?

  -   Used the template cl_comments to display the server on connection and  disconnection?  

· Used cl_comment not # for in-line comments?

· Put code block white-space separators in the log for readability?

· Identified commands that return success (0) exit codes even when they fail and used sscmdshellNT to handle them?

· Identified commands that return error (non-zero) codes when they have actually succeeded and handle them ( requires sscmdshellNT filter logic upgrade)?

· Error trapped batch files run under the NT Command Shell and tested the exit code in the Bash script as per standard?

· Simulated and tested failure condiitions for all critical points in the script?
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Appendix A:  Sample ruggedized script 

# Object  : IW C++ Library Build

# Command : Get Files 

# Updated : 04/22/2001 Dave Goodall

#

# Purpose : Extract the files needed to build the specified C++ library by label

#           from the version control system and place them in the appropriate

#           directory on the development drive ready for the build step.

#

# Notes   : The C/C++ libraries are built on the SourceSafe Server.

#           Each new library set (n.n.n) is built in on the "T" drive:

#

#           C:

#            :..Winnt\System32          latest version of ssshellcmdNT.exe placed here

#

#           T:                          share mapped to d:\build

#            :..Dev                     latest version of procdsp.exe placed here

#                :..n.n.n

#                   :..bin

#                   :..debug            the final library binaries end up here.

#                   :..release          the final library binaries end up here.

#                   :..source           mktarget.bat & mktarget_test.bat

#                      :..{subpath}     optional sub-dir - omitted if [.] specified 

#                         :..librarya

#                         :..thru

#                         :..libraryz

#

#            The SUBPATH parameter is intended to accommodate users who want the 

#            flexibility of creating sub-directories unique to their application

#            under the 'source' directory in the SourceSafe tree.

#            We've included this option in nearly all the objects.  

#            A 'dot' indicates that a subdirectory is NOT needed beneath the base path.

#

# Executes : 

#          - sscmdshellNT.exe to correct invalid exit codes from some commands.

#            You can apply it generally - it has little overhead, and if it does not

#            need to handle the command it will just pass back the command's normal

#            exit code and output.

#          - procdsp.exe to strip file names from compiler .dsp files.

# ----------------------------------------------------------------

# Parameter entry values

cl_comment <font color="green"><b>Parameter entry values</b></font>

cl_comment <font color="green">Environment : SOURCE_ENV.CLIENT_BASE_PATH    =</font> <font color="red">[SOURCE_ENV.CLIENT_BASE_PATH]</font>

cl_comment <font color="green">CR Line     : CR.CRL.P.CPP_LIB_NAME          =</font> <font color="red">[CR.CRL.P.CPP_LIB_NAME]</font>

cl_comment <font color="green">CR Line     : CR.CRL.P.CPP_LIB_RELEASE_LABEL =</font> <font color="red">[CR.CRL.P.CPP_LIB_RELEASE_LABEL]</font>

cl_comment <font color="green">CR Line     : CR.CRL.P.SS_DEV_LIB_ROOT       =</font> <font color="red">[CR.CRL.P.SS_DEV_LIB_ROOT]</font>

cl_comment <font color="green">CR Line     : CR.CRL.P.SS_QA_LIB_ROOT        =</font> <font color="red">[CR.CRL.P.SS_QA_LIB_ROOT]</font>

cl_comment <font color="green">CR Line     : CR.CRL.P.SOURCE_SUBPATH        =</font> <font color="red">[CR.CRL.P.SOURCE_SUBPATH]</font>

# cl_comment <br>Text,  cl_comment <br />Text, cl_comment<br><br>Text, cl_comment<p></p>Text, do not output a blank line before the text

# cl_comment <p>Text</p> causes a blank line AFTER the text

# cl_comment <p></p> can be used to force a blank line

cl_comment <p></p>

cl_comment<font>color="green">Connect to the </font>

                   <font color="red">[SOURCE_ENV.CLIENT_NAME]</font>

                   <font color="green">Server</font>

cl_connect_source_client

cl_comment <p></p>

cl_comment <font color="green">Ensure we have the latest version of ssshellCmdNT</font>  

cd "c:/winnt/system32"

ss get '$/IW-C-DEV/ProcessTools/Chainlink/Utilities/sscmdshellNT/sscmdshellNT.exe' -W

cl_comment <p></p>

cl_comment <font color="green">Position to T:/Dev</font>  

cd [SOURCE_ENV.CLIENT_BASE_PATH]

cl_comment <p></p>

cl_comment <font color="green">Ensure we have the latest version of procdsp.exe</font>

ss get '$/IW-C-DEV/ProcessTools/Chainlink/Utilities/procdsp/procdsp.exe' -W

cl_comment <p></p>

cl_comment <font color="green">Position to the library set release version (/n.n.n) sub-directory</font>

cd [CR.CRL.P.CPP_LIB_RELEASE_LABEL]

cl_comment <p></p>

cl_comment <font color="green">Always create library sub-directory</font>

cl_comment <font color="green">Optionally create subpath directory (NOT created if the parameter is a dot (period))</font>

mkdir -p  'source/[CR.CRL.P.SOURCE_SUBPATH]/[CR.CRL.P.CPP_LIB_NAME]'

cl_comment <p></p>

cl_comment <font color="green">Move to the library : d:/build/dev/source/{subpath/}/foolib</font>

cd 'source/[CR.CRL.P.SOURCE_SUBPATH]/[CR.CRL.P.CPP_LIB_NAME]'

cl_comment <p></p>

cl_comment <font color="green">Delete any old dsp & mak files</font>

rm -f '[CR.CRL.P.CPP_LIB_NAME].dsp'

rm -f '[CR.CRL.P.CPP_LIB_NAME].mak'

cl_comment <p></p>

cl_comment <font color="green">Get latest version .dsp and .mak files for the library</font>

#cl_comment <p></p>

#cl_comment <font color="orange"><b>Ref#1 plain ss get file by label</b></font>

#ss get '[CR.CRL.P.SS_DEV_LIB_ROOT]/[CR.CRL.P.CPP_LIB_NAME]/[CR.CRL.P.CPP_LIB_NAME].dsp' '-VL[CR.CRL.P.CPP_LIB_RELEASE_LABEL]'

cl_comment <p></p>

cl_comment <font color="blue"><b>Ref#2 shelled ss get file by label</b></font>

sscmdshellNT ss get '[CR.CRL.P.SS_DEV_LIB_ROOT]/[CR.CRL.P.CPP_LIB_NAME]/[CR.CRL.P.CPP_LIB_NAME].dsp' '-VL[CR.CRL.P.CPP_LIB_RELEASE_LABEL]'

sscmdshellNT ss get '[CR.CRL.P.SS_DEV_LIB_ROOT]/[CR.CRL.P.CPP_LIB_NAME]/[CR.CRL.P.CPP_LIB_NAME].mak' '-VL[CR.CRL.P.CPP_LIB_RELEASE_LABEL]'

cl_comment <p></p>

cl_comment <font color="green">Execute procdsp to extract file names from the .dsp file and create getfiles.bat with commands to get the files from SourceSafe.</font>

[SOURCE_ENV.CLIENT_BASE_PATH]/procdsp.exe sscmdshellNT '[CR.CRL.P.CPP_LIB_NAME].dsp' 'ss get' '[CR.CRL.P.SS_DEV_LIB_ROOT]/[CR.CRL.P.CPP_LIB_NAME]' '-VL[CR.CRL.P.CPP_LIB_RELEASE_LABEL]' getfiles.bat

cl_comment <p></p>

cl_comment <font color="green">Invoke the NT Cmd shell to run the DOS batch file to get the library source files</font>

cmd /c getfiles.bat

 Check semaphore file - if it exists then getfiles.bat succeeded 

if [ ! -e exit.ok ]; then cd exit; fi

cl_comment <p></p>

cl_comment <font color="green">Clean up working files</font>

rm -f getfiles.bat

rm -f *.scc

cl_comment <p></p>

cl_comment<font>color="green">Disconnect from the </font>

                   <font color="red">[SOURCE_ENV.CLIENT_NAME]</font>

                   <font color="green">Server</font>

cl_exit

Appendix B:  Sample ruggedized MSDOS batch file

erase exit*.*

echo exit > exit.err

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/icgeographer.cpp" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/ICOleManager.cpp" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/IWAddrStd.cpp" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/icgeographer.h" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/ICOleClass.h" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/ICOleManager.h" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/IWAddrStd.h" -VL2.2.0

if errorlevel 1 goto exit

sscmdshellNT ss get "$/IW-C-DEV/Lib/IWAddrStd/StdAfx.h" -VL2.2.0

if errorlevel 1 goto exit

rename exit.err exit.ok

:exit 

The effect of this is that if an error occurs in the batch file, it will exit returning the exit code of the last (ie failed) command processed, and with file exit.err in the current directory.

If all the commands in the batch file succeed then the batch file will exit with exit code 0, and with file exit.ok in the current directory.

In the bash script the launch of cmd.exe to run a batch file is followed by a test for the existence of the exit.ok file.  If this does not exist then we exit from the bash shell with an error.  

bash> cmd /c getfiles.bat

# Check semaphore file - if it exists then getfiles.bat succeeded 

if [ ! -e exit.ok ]; then cd exit; fi

Appendix C:  sscmdshellNT
// Module Name : sscmdshellNT.c

//

// Purpose     : This tool fixes problems with NT command line utilities that

//               either do not return a non-zero exit code on failure, or an

//               appropriate error message to indicate the cause of failure,

//               or both.

//

//               Scripts/batch files executing such commands will fail silently.

//

//               The program spawns a child console process with redirected

//               standard handles. This enable it to send to the input and

//               receive the output from the child process.

//

//               The filter section in the program processes the exit code

//               and output from the command executed, and substitutes a

//               corrected exit code and (optionally) output message

//               as required.

//

//               The filter logic is currently set up to filter Sourcesafe

//               commands, but the technique is generally applicable, and

//               any badly behaved console application can be wrapped this

//               way simply by adding appropriate logic to the filter section

//               and re-compiling the program.

//

// Based on    : Microsoft Platform SDK/Samples/WinBase/Ipc/Inherit

//               source code sample : inherit.c

//               Copyright (C) 1992-1996 Microsoft Corporation.

//               All rights reserved.

//

// Changes     : - re-formatted from the original SDK file to improve readability.

//               - memory leak fixed in PERR().

//               - return code from the child is passed through so the exit code

//                 from sscmdshellNT can be tested.

//               - the trace file parameter is now optional the default is that

//                 it is not expected

//

// Description : This program demonstrates the use of anonymous pipes used as

//               stdout and stderr replacements.

//

// Techniques  : One of two techniques can be chosen to do this:

//               the SetStdHandle or the STARTF_USESTDHANDLES techniques.

//

//               The SetStdHandle technique sets the standard output handles

//               to the pipe that we will read from, which the child will

//               inherit.

//

//               The STARTF_USESTDHANDLES technique passes the pipe handles to

//               the child as standard handles via the STARTUPINFO structure.

//

//               The STARTF_USESTDHANDLES technique *MUST* be used for

//               "console-less" processes such as GUI applications or detached

//               processes.

//

//               The program can be conditionally compiled to use either

//               technique by defining USESTDHANDLES.

//

// WIN32 API's : This program demonstrates the use of the following Win32 APIs:

//               CreatePipe, CreateProcess. The program also uses these WIN32

//               APIs: GetLastError, CreateFile, CloseHandle, CreateProcess,

//               ReadFile, WriteFile.

//

// Execution   : sscmdshellNT {-trace:FILENAME} <command to execute & arguments>

// instructions

//               -trace:FILENAME {optional}. If the trace option is specified,

//               FILENAME is created if it does not exist, overwritten if it does.

//               stdout and stderr of the command will be redirected to FILENAME.

//

//               command to execute can be either an external executable or an

//               internal NT shell (cmd.exe) command.  If the extension is not

//               specified it is assumed to be a .exe.

//

// Examples    : sscmdshellNT  ss get "$/tigger/roo.txt" -vl9.9.9

//               sscmdshellNT -trace:nmake.txt nmake /f foo.mak

//

// Testing     : The Microsoft Platform SDK/Samples/WinBase/Ipc/Inherit

//               directory includes a companion source code file : child.c

//               which can be compiled and used to test the operation of

//               this program:

//

//               sscmdshellNT child

//

//               batch file sscmdtest.bat can also be used to test specific cases.

//

// Limitations :

//

//            1. Works on Windows NT which is sufficient for our purposes.

//               On Windows 95, however the program will hang because the

//               redirection pipe does not close when a redirected MS-DOS

//               application or batch file exits.

//

//            2. Microsoft article Q190351 notes that 'Child processes that

//               use such C run-time functions as printf() and fprintf() can

//               behave poorly when redirected.

//               The C run-time functions maintain separate IO buffers.

//               When redirected, these buffers might not be flushed

//               immediately after each IO call.

//               As a result, the output to the redirection pipe of a printf()

//               call or the input from a getch() call is not flushed

//               immediately and delays, sometimes-infinite delays occur.'

//

//               This has not proven a problem with the sourcesafe commands filtered.

//

// References  : Microsoft Q190351

//               HOWTO: Spawn Console Processes with Redirected Standard Handles

//

//               Phil Irving

//               Piping, Redirection, Command Substitution and Conditions in UNIX

#include <windows.h>

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#define  TRACE_TAG "-trace:"

#define  READ_BUF_SIZE  128

// define USESTDHANDLES to use the new technique of passing the standard

// handles to the child process via the STARTUPINFO structure.

// this technique must be used for "console-less" parents such as GUI

// applications or detached applications. */

#define USESTDHANDLES

// Standard error macro for reporting API errors

//#define PERR(bSuccess, api) {if (!(bSuccess)) printf("%s: Error %d from %s

//    on line %d\n", __FILE__, GetLastError(), api, __LINE__);}

void PERR(BOOL bSuccess, char * api);

int main(int argc, char *argv[]) {

    DWORD dwChildExitCode;             // child process exit code

    char szReadBuffer[READ_BUF_SIZE];  // pipe read buffer

    char *cp;

    BOOL bSuccess;                     // BOOL return code for APIs

    int j;

    int nFirstCmdArg;

    HANDLE hOutFile;                   // handle to log file

    // handles to the anonymous pipe

    HANDLE hReadPipe, hWritePipe, hWritePipe2;

    char szArgs[256];                  // child process argument buffer

    char *p;                           // temporary pointer into szArgs

    DWORD dwBytesReadOrToWrite;         // number of bytes read or to be written

    STARTUPINFO si;                    // for CreateProcess call

    PROCESS_INFORMATION pi;            // for CreateProcess call

    SECURITY_ATTRIBUTES saPipe;        // security for anonymous pipe

    OSVERSIONINFO os;                  // operating system specs

    os.dwOSVersionInfoSize = sizeof(OSVERSIONINFO); // required assignment

    // check if running on Windows NT, if not, display notice and terminate

    if ( GetVersionEx(&os) ) {

       if( os.dwPlatformId != VER_PLATFORM_WIN32_WINDOWS &&

           os.dwPlatformId != VER_PLATFORM_WIN32_NT  ) {

           MessageBox( NULL,

           "This sample application can only run on Windows NT and Windows 95.\n"

           "This application will now terminate.",

           "Inherit",

           MB_OK | MB_ICONSTOP | MB_SETFOREGROUND );

           return( 1 );

       }

   }

   else {

       MessageBox( NULL,

       "Unable to test for OS version.",

       "Inherit Error",

       MB_OK | MB_ICONSTOP | MB_SETFOREGROUND );

       return( 1 );

   }

   if (argc < 2 || ( ( argv[1][0] == '-' || argv[1][0] == '/' ) &&

                     ( argv[1][1] == 'h' || argv[1][1] == 'H' || argv[1][1] == '?')

                   )

       ) {

       puts("\nSyntax: sscmdshellNT {-trace:FILENAME} <command> {arg1 arg2 etc...}\n");

       puts("        optional : trace FILENAME is the name of the file to which the");

       puts("                   stdout and stderr output of the command will be redirected\n");

       puts("        required : command to be executed. arguments are optional.");

       puts("                   commands without extensions are assumed to be .exe.");

       puts("\nExamples:\n");

       puts("        sscmdshellNT ss get \"$/tigger/roo.txt\" -vl9.9.9");

       puts("        sscmdshellNT -trace:trace.txt ss get \"$/tigger/roo.txt\" -vl9.9.9");

       return(1);

   }

   // Optional trace file output requested?

   hOutFile = 0;

   if ( _strnicmp( argv[1], TRACE_TAG, strlen(TRACE_TAG)) == 0 ) {

       // create the log file where we will save all output from child

       hOutFile = CreateFile( argv[1]+strlen(TRACE_TAG), // file to open

                         GENERIC_WRITE,            // access mode

                         FILE_SHARE_READ,          // share mode

                         NULL,                     // security attributes

                         CREATE_ALWAYS,            // overwrite existing file

                         FILE_ATTRIBUTE_NORMAL,    // file attributes

                         NULL);

       PERR(hOutFile != INVALID_HANDLE_VALUE, "CreateFile");

   }

   // set up the security attributes for the anonymous pipe

   saPipe.nLength = sizeof(SECURITY_ATTRIBUTES);

   saPipe.lpSecurityDescriptor = NULL;

   // In order for the child to be able to write to the pipe, the handle

   // must be marked as inheritable by setting this flag:

   saPipe.bInheritHandle = TRUE;

   // create the anonymous pipe

   bSuccess = CreatePipe(&hReadPipe,   // read handle

                         &hWritePipe,  // write handle, used as stdout by child

                         &saPipe,      // security descriptor

                         0);           // pipe buffer size

   PERR(bSuccess, "CreatePipe");

   // Now we need to change the inheritable property for the readable

   // end of the pipe so that the child will not inherit that handle as

   // a "garbage" handle. This will keep us from having extra,

   // unclosable handles to the pipe. Alternatively, we could have

   // opened the pipe with saPipe.bInheritHandle = FALSE and changed the

   // inherit property on the *write* handle of the pipe to TRUE.

   bSuccess = DuplicateHandle(GetCurrentProcess(), // source process

                             hReadPipe,            // handle to duplicate

                             GetCurrentProcess(),  // destination process

                             NULL,                 // new handle

                                                   // - don't want one, c

                                                   //   change original handle

                             0,                    // new access flags

                                                   // - ignored since

                                                   //   DUPLICATE_SAME_ACCESS

                             FALSE,                // make it *not* inheritable

                             DUPLICATE_SAME_ACCESS);

   PERR(bSuccess, "DuplicateHandle");

   // In most cases you can get away with using the same anonymous

   // pipe write handle for both the child's standard output and

   // standard error, but this may cause problems if the child app

   // explicitly closes one of its standard output or error handles.

   // If that happens, the anonymous pipe will close, since the child's

   // standard output and error handles are really the same handle.

   // The child won't be able to write to the other write handle since the

   // pipe is now gone, and parent reads from the pipe will return

   // ERROR_BROKEN_PIPE and child output will be lost.

   // To solve this problem, simply duplicate the write end of the pipe to

   // create another distinct, separate handle to the write end of the pipe.

   // One pipe write handle will serve as standard out, the other as

   // standard error. Now *both* write handles must be closed before the

   // write end of the pipe actually closes.

   bSuccess = DuplicateHandle(GetCurrentProcess(), // source process

                              hWritePipe,          // handle to duplicate

                              GetCurrentProcess(), // destination process

                              &hWritePipe2,        // new handle, used as

                                                   // stderr by child

                              0,                   // new access flags

                                                   // - ignored since

                                                   // DUPLICATE_SAME_ACCESS

                              TRUE,                // it's inheritable

                              DUPLICATE_SAME_ACCESS);

   PERR(bSuccess, "DuplicateHandle");

   // Set up the STARTUPINFO structure for the CreateProcess() call

   memset(&si, 0, sizeof(si));

   si.cb = sizeof(si);

   // Set up the command-line buffer for the child for CreateProcess()

   if (hOutFile )

       nFirstCmdArg = 2;

   else

       nFirstCmdArg = 1;

   memset(szArgs, 0, sizeof(szArgs));

   // Process command

   strcpy(szArgs, argv[nFirstCmdArg]);

   if (strchr(szArgs, '.') == NULL)                // does it have a '.'?

       strcat(szArgs, ".exe");                     // if not, assume an .exe

   strcat(szArgs, " ");

   // Append commmand arguments if there are any

   p = strchr(szArgs, 0);                          // point at terminating null

   for (j = nFirstCmdArg+1; j < argc; j++) {

       strcat(p, argv[j]);

       // the program and parameters are delimited by spaces

       strcat(p, " ");

   }

#ifdef USESTDHANDLES

   // If using the STARTUPINFO STARTF_USESTDHANDLES flag, be sure to

   // set the CreateProcess fInheritHandles parameter too TRUE so that

   // the file handles specified in the STARTUPINFO structure will be

   // inherited by the child. Note that we don't specify a standard

   // input handle; the child will not inherit a valid input handle, so

   // if it reads from stdin, it will encounter errors.

   si.hStdInput = hWritePipe2;         // hStdInput needs a valid handle in

                                       // case it is checked by the child

   si.hStdOutput = hWritePipe;         // write end of the pipe

   si.hStdError = hWritePipe2;         // duplicate of write end of the pipe

   si.dwFlags = STARTF_USESTDHANDLES;

#else

   // If we're not using the STARTF_USESTDHANDLES flag, set the

   // standard output and error handles to the end of the pipe we want

   // the child to inherit with SetStdHandle(). For this program, we

   // don't want standard input inherited so we'll also change the

   // handle inheritance property of standard input so that it is not

   // inherited

   bSuccess = SetStdHandle(STD_INPUT_HANDLE, hWritePipe2);

   PERR(bSuccess, "SetStdHandle");

   bSuccess = SetStdHandle(STD_OUTPUT_HANDLE, hWritePipe);

   PERR(bSuccess, "SetStdHandle");

   bSuccess = SetStdHandle(STD_ERROR_HANDLE, hWritePipe2);

   PERR(bSuccess, "SetStdHandle");

   bSuccess = DuplicateHandle(GetCurrentProcess(), // source process

                              GetStdHandle(STD_INPUT_HANDLE), // handle to

                                                              // duplicate

                              GetCurrentProcess(), // destination process

                              NULL,                // new handle

                                                   // don't want one, change

                                                   // original handle

                              0,                   // new access flags

                                                   // - ignored since

                                                   // DUPLICATE_SAME_ACCESS

                              FALSE,               // it's *not* inheritable

                              DUPLICATE_SAME_ACCESS);

   PERR(bSuccess, "DuplicateHandle");

#endif

   // Now create the child process, inheriting handles

   bSuccess = CreateProcess(NULL,      // filename

                            szArgs,    // full command line for child

                            NULL,      // process security descriptor

                            NULL,      // thread security descriptor

                            TRUE,      // inherit handles? Also use if

                                       // STARTF_USESTDHANDLES

                            0,         // creation flags

                            NULL,      // inherited environment address

                            NULL,      // startup dir; NULL = start in current

                            &si,       // pointer to startup info (input)

                            &pi);      // pointer to process info (output)

   PERR(bSuccess, "CreateProcess");

   // Close the child thread handle but leave the child process handle open.

   // We will close that after the child process terminates and we have

   // determined it's exit code.

   CloseHandle(pi.hThread);

   // We need to close our instances of the inheritable pipe write

   // handle now that it's been inherited so that all open handles to

   // the pipe are closed when the child process ends and closes its

   // handles to the pipe.

   bSuccess = CloseHandle(hWritePipe);

   PERR(bSuccess, "CloseHandle");

   bSuccess = CloseHandle(hWritePipe2);

   PERR(bSuccess, "CloseHandle");

   // read from the pipe until we get an ERROR_BROKEN_PIPE

   // NOTE: This works on Windows NT.

   // On Windows 95, however, this  will will hang because the redirection pipe

   // does not close when a redirected MS-DOS application or batch file exits.

   for (;;) {

       bSuccess = ReadFile(hReadPipe,              // read handle

                           szReadBuffer,           // buffer for incoming data

                           sizeof(szReadBuffer),   // # of bytes to read

                           &dwBytesReadOrToWrite,  // # of bytes actually read

                           NULL);                  // no overlapped reading

       if (!bSuccess && (GetLastError() == ERROR_BROKEN_PIPE)) {

           break;                                  // child has died

       }

       PERR(bSuccess, "ReadFile");

       if (bSuccess && dwBytesReadOrToWrite ) {

           if (hOutFile) {

               // write the data from the child to the trace file

               bSuccess = WriteFile(hOutFile,       // write handle

                                    szReadBuffer,   // buffer to write

                             dwBytesReadOrToWrite,  // # bytes to write

                             &dwBytesReadOrToWrite, // # bytes actually written

                                    NULL);          // no overlapped writing

               PERR(bSuccess, "WriteFile");

           }

           // write buffer (of specified length) to console

           printf("%.*s", dwBytesReadOrToWrite, szReadBuffer);

       }

   }

   // close the trace file, pipe handle

   if ( hOutFile )

       CloseHandle(hOutFile);

   CloseHandle(hReadPipe);

   // pass through the exit code returned by the child process

   bSuccess = GetExitCodeProcess(pi.hProcess,&dwChildExitCode);

   PERR(bSuccess, "GetExitCodeProcess");

   // NOW we're done with the child's process handle

   CloseHandle(pi.hProcess);

   // FILTER SECTION

   // The IS*Integrity Script Execution engine traps commands and aborts

   // execution if a command exits with a non zero exit code.

   // This is very convenient, as it removes the requirement for users to

   // add error handling code after each command to test and deal with

   // exit codes.

   // Conditional logic in a script following a command to test and branch

   // on exit code i.e. if.. then .. fi or case ....esac is superfluous.

   // Only the success case would ever be executed.

   // In any case, the execution engine parser appears only to be able to

   // handle if..fi, case..esac commands all on one line which is hard to

   // read, and as there is a limit on the line length it may not be possible

   // to specify complete error handling in a single if..fi, case ..esac

   // statement.

   // Automatic trapping is based on the assumption that only well-behaved

   // commands will be executed, good behaviour being defined as :

   // - the command returns 0 for success and non-zero for failure.

   // - the command outputs an error message on failure.

   // This is generally true of commands in the UNIX culture which is based

   // on small command line tools where the output of one tool may be

   // redirected or piped to the next.

   // The DOS-Windows heritage is ...different.  DOS command line tools may

   // not return valid error exit codes, or error messages.  Command line

   // tools offered as companion products to a primary gui application are

   // even less likely to handle error conditions properly.

   // (As a visible indication of this culture difference, try typing

   // command /? or -h, for a few (NOT Cmd.exe builtins) win32 console

   // programs and see how many print the command's syntax as a response.

   // (The command line version of Microsoft's SourceSafe gui version control

   // product ('ss.exe /?') outputs a printed copyright notice and launches

   // a gui help window. Try redirecting that!)

   // Because the IS*Integrity execution engine trap cannot be dynamically

   // overridden (switched on and off in the script) to allow custom POST

   // command execution exit test code to execute, and because of the

   // limitations of the engine parser, there is a need to shell badly

   //  behaved DOS-NT commands and filter or supply their exit codes and

   //  output BEFORE they return and the execution engine trap fires.

   // Filter cases:

   //test

   //printf("\n<font color=\"blue\"><b>szArgs=[%s] szReadBuffer=[%s]</b></font>\n", szArgs, szReadBuffer);

   //test

   if ( !dwChildExitCode ) {

       // A. Return an error (non-zero) exit code for a command that fails

       // but does not return a non-zero exit code

       // Filter faulty SourceSafe 'get' command

       if ( strstr(szArgs, "ss.exe get") != NULL && strstr(szReadBuffer,"Version not found") != NULL ) {

           printf("\n<font color=\"red\"><b>sscmdshellNT filter forced error return</b></font>\n");

           dwChildExitCode = 100;

       }

   }

   else {

       // B. Wrap the error message of any other commmand that failed and returned a non zero exit code

       //    so that the error will be highlighted in red in the log

       cp = strchr(szReadBuffer, 0x0a);

       if ( cp != NULL ) {

           *(cp-1) = '\0';

           printf("\n<font color=\"red\"><b>%s</b></font>\n", szReadBuffer);

       }

   }

   // C. Print an error message for a command that returns a non-zero exit code

   // but does not print a message describing the error.

   // D. Return a zero (success) exit code for a command that succeeds but returns a non-zero exit code.

   // For example : a command that returns

   //  - negative exit codes on error.

   //  - zero on success

   //  - Positive  exit codes for successful exit conditions intended to allow shell scripts

   //    invoking the command to branch.

   return( dwChildExitCode );

}

void PERR(BOOL bSuccess, char * api) {

    DWORD       dwError;

    TCHAR       szMsgBuf[500];

    if (!(bSuccess)) {

        dwError = GetLastError();

        printf("\nFile:%s\nError occurred in %s on line %d\n", __FILE__, api, __LINE__);

        FormatMessage( FORMAT_MESSAGE_FROM_SYSTEM,

                       NULL,                       // ignored

                       dwError,                    // message id

                       MAKELANGID(LANG_NEUTRAL, SUBLANG_DEFAULT),  // msg lang

                       szMsgBuf,                   // address of buffer pointer

                       500,                        // minimum buffer size

                       NULL );                     // no other arguments

        printf("\nError:(%ld)%s ", dwError, szMsgBuf);

        LocalFree( szMsgBuf );

    }

}
Appendix D:  Symbolic Names

	Name
	Sample Value : Usage

	SS_DEV_LIB_ROOT
	$/IW-C-DEV/Lib

	SS_QA_LIB_ROOT
	$/IW-C-QA/Lib

	SOURCE_SUBPATH
	May be . (Period) indicating that a subdirectory under source is not required. Intended to support user s that want to subdivide their ‘source’ directory in SourceSafe.

	CPP_LIB_NAME
	IWAddrStd

	CPP_LIB_RELEASE_LABEL
	n.n.n
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